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REASONS FOR JUDGMENT
(Delivered the 15th day of February 1990)


On 14 April 1989, the appellant was convicted of a charge that between the 18th day of February 1988 and the 12th day of March 1988, at Darwin in the Northern Territory of Australia, she unlawfully abstracted confidential information from a computer with intent to use it to obtain an advantage for another contrary to section 222 of the Criminal Code.	Having entered a conviction the learned Special Magistrate released the appellant on a bond, on her own recognizance, to be of good behaviour for 12 months.








The hearing before the learned Special Magistrate occupied 8 days.	In all, he took some 600 pages of evidence and heard some 200 pages of submissions.	He agreed, at the request of both counsel for the prosecution and the defence, to deal with the matter summarily pursuant to section 121A of the Justices Act.	He reserved judgment and gave reasons for judgment comprising some 50 pages.
The appellant was represented by counsel before the learned Special Magistrate and many issues were canvassed.	The appellant appeared in person before me and read and relied on the grounds in her notice of appeal, which I was informed was settled by counsel.

Section 222 of the Criminal Code provides:

"SECTION 222.	UNLAWFULLY OBTAINING CONFIDENTIAL INFORMATION
Any person who unlawfully abstracts any confidential information from any register, document, computer or other repository of information with intent to cause loss to a person or with intent to publish the same to a person who is not lawfully entitled to have or to receive it, or with intent to use it to obtain a benefit or advantage for himself or another, is guilty of a crime and is liable to imprisonment for 3 years."



That section may be contrasted with section 76 which provides:

"SECTION 76.	DISCLOSURE OF OFFICIAL SECRETS
	Any person who, being employed in the public service or engaged to do any work for or render any service to the government of the Territory or any

department or statutory body thereof, unlawfully communicates confidential information coming to his knowledge because of such position is guilty of a crime and is liable to imprisonment for 3 years.

	If he does so for purposes of gain he is liable to imprisonment for 5 years.",




and section 223 which provides:


"SECTION 223.	UNLAWFULLY DISCLOSING TRADE SECRETS
Any person who unlawfully publishes or discloses a trade secret with intent to cause loss to a person or to obtain a benefit or advantage for himself or another is guilty of a crime and is liable to imprisonment for
3 years."





The expressions "confidential information" and "trade secret" are not defined in the Code but are well known in other branches of the law.

At the time of the alleged offence, the appellant was employed as a public servant in the communications section of the Police Department.	Located deep within the police headquarters at Berrimah is the communications room which is not fenestrated.	To gain access to that part of the police building, a person must first pass through a security door in the reception area of police headquarters by use of a magnetic card, thence to a communication area which is designated "restricted area", from where one






enters the communications section through a door opened with a key.	Within the communications section is a computer.	Access to the computer is restricted.		In order to use the computer a person must insert, first, his or her (I lapse into computer jargon) "user identification", and secondly a password known only to that person.	It is physically impossible for a member of the public to enter the communications room; only authorised personnel have access to that room and only persons with appropriate facilities can use the computer once there.

The evidence discloses, and the learned Special Magistrate found, that the police department maintains strict security arrangements concerning the use of the computer and the availability of the information in it. The learned Special Magistrate found,	and in making his findings he expressly disbelieved and rejected the sworn evidence of the appellant, that the appellant had been instructed to treat all information available through the computer as confidential and that she was only to use such information	for police purposes.

In what can only be described as a flagrant breach of the terms of her employment and a deplorable breach of faith, the appellant, contrary to the express instructions of her superiors and contrary to the dictates of the computer manual, the contents of which were	well-known to
her, extracted certain names and addresses and some dates of birth from the computer, which information she passed on to her defacto husband.	He was a licensed enquiry agent seeking certain persons' whereabouts, apparently to assist him to serve process.

Within the communications centre of the police department there are certain computer terminals, one of which was used by the appellant for her purposes.	There is within Darwin a computer known as a mainframe.	Certain government departments, including the Police Department, Motor Vehicle Registry and the Department of Lands and Housing, store information on the mainframe computer.	The respective departments have certain access to that information.	The appellant, from within the communications room at police headquarters, could procure information from the mainframe that had been stored from either the Motor Vehicle Registry or the Department of Lands and Housing or the Police Department.	The names and addresses and information abstracted by the appellant in the present case did not comprise a list of people with anything in common, eg convictions of a particular type.	They were names and addresses selected by the choice of the appellant.		The evidence does not particularise which information came from which department's contribution to the store of information on the mainframe computer.






It was submitted before the learned Special Magistrate and before this court, that the information abstracted was not confidential, comprising as it did names, addresses and dates of birth.	In particular, it was argued before the learned Special Magistrate that because the information was "in the public domain" and accessible from other sources, it was therefore not confidential.	The learned Special Magistrate rejected that argument.	He said:

"The facts upon which confidentiality is established and which I accept as proved beyond reasonable doubt are as follows.
The right of the Police Commissioner to control the extent of access and publication of information in the police computer.
The policy of the Police Department which applies to police officers and public servants.
The availability of computer manual within the communications section which express·es the policy in unambiguous terms and to which the defendant had access.
The location of the police computer in the communications room which is a restricted area. Security arrangements restricting use of computer to those with the user ID and a password.
The evidence of public servants Reid and Spiers that discussion of confidentiality is a standard procedure. The understanding of all staff in the communications centre, with the alleged exception of the defendant, that information within the computer was to be used only for police purposes.
The existence of the above arrangements in the communications section during the period of the defendant's employment there.
Evidence of attitude of prosecution witnesses to public enquiries on the telephone.
I am satisfied beyond reasonable doubt that the information obtained by the defendant through the police computer was confidential information."
As can be seen, the learned Special Magistrate reached his conclusion from the way the police treated the information, including their instructions to the appellant, and without regard to the intrinsic nature or quality of the information itself.

As I have said, the expression	"confidential information" appearing in sections 76 and 222 of the Criminal Code is not defined.	Section 222, I was informed by counsel for the respondent, is unique to the Northern Territory and this is the first instance of a prosecution under it.	The learned Special Magistrate resorted to certain dictionary definitions of the words "confidential" and "secret" in reaching his conclusions.

Sections 76 and 222 of the Code speak of ''confidential information".	They do not speak of "information communicated in confidence"; cf. Corrs Pavey Whiting & Byrne v Collector of Customs (Vic) & Anor. (1987) 74 A.L.R.
428 at 430, 443, 444, or "breach of confidence".	The sections concern conduct in relation to information of a certain intrinsic quality or nature rather than any relationship or arrangement or intangible notion of a confidence between persons; cf. Gurry, "Breach of Confidence" in Essays in Equity, ed. Finn, Law Book Co, 1985, Chapter 6 at p. 116 and Finn, 'Confidentiality and the "Public Interest"' (1984) 58 A.L.J. 497 at 508.
It is true section 222 speaks, inter alia, of information on a "register".	It draws no distinction between a private and a public register.	Of course, public registers are in places to which the public have access, usually on payment of a fee; one thinks of births, deaths and marriages, lands titles and the like.		However, I do not think one can seize on the word "register" and say that it follows that confidential information means information imparted in confidence whatever its nature and whether available to the public or not.	One may surmise there are registers containing information of the highest confidentiality.	One can imagine medical registers listing the carriers of AIDS and other communicable diseases.	But I do not pursue these speculations about registers any further.	Whatever be the limits of the expression "confidential information", it cannot, in my opinion, without more, include matters of common knowledge or readily accessible information such as names and addresses published in the telephone directory.

In order to be confidential, information has to have, in the oft cited words of Lord Greene M.R., "the necessary quality of confidence about it":	Saltman Engineering
Co Ltd v Campbell Engineering Co Ltd (1947) 65 R.P.C. 203 at 215; Moorgate Tobacco Co Ltd v Philip Morris Ltd & Anor. (No. 2) (1983/84) 156 C.L.R. 414 at 438.	As Deane J said
in the latter case:
"Relief under the jurisdiction is not available ... unless it appears that the information in question ... is significant, not necessarily in the sense of commercially valuable ... but in the sense that the preservation of its confidentiality or secrecy is of substantial concern to the plaintiff."




It must not be trivial (Coco v A.N. Clark (Engineers) Ltd [1969] R.P.C. 41 at 48) or 'pernicious nonsense' (Church of Scientology v Kaufman [1973] R.P.C. 635 at 658) and, as Megarry J said in Coco, supra at 47:

"However confidential the circumstances of communication, there can be no breach of confidence in revealing to others something which is already common knowledge."



If information is "public property and public knowledge" (Saltman, supra at 215), "common knowledge" (Coco, supra at 47), "information available to the public", "generally available for the public"
(Ackroyds (London) Ltd v Islington Plastics Ltd [1962]
R.P.C. 97 at 104), it cannot be confidential regardless of the circumstances in which it is conveyed.	One cannot confide the notorious.	That is not to say confidentiality is lost by partial or limited communication, not made with a view to general communication; information can be confidential even though secrecy may be imperfect: Interfirm Comparison (Australia) Pty Ltd v Law
Society of New South Wales [1975] 2 N.S.W.L.R. 104 at 118,


119.	As Cross J said in Franchi v Franchi [1967] R.P.C.
149 at 152-3; in a passage approved in

Attorney-Generals Department & Anor. v Cockcroft (1986) 64
A.L.R. 97 at 108:


"Clearly a claim that the disclosure of some information would be a breach of confidence is not to be defeated simply by proving that there are other people in the world who know the facts in question besides the man as to whom it is said that his disclosure would be a breach of confidence and those to whom he has disclosed them.

It must be a question of degree depending on the particular case, but if relative secrecy remains, the plaintiff can still succeed."



The position at general law is summed up by Gummow Jin Corrs Pavey v Collector of Customs, supra at 437:-

"It is now settled that in order to make out a case for protection in equity of allegedly confidential information, a plaintiff must satisfy certain criteria.	The plaintiff (i) must be able to identify with specificity, and not merely in global terms, that which is said to be the information in question, and
must also be able to show that (ii) the information has the necessary quality of confidentiality (and is not, for example, common or public knowledge), (iii) the information was received by the defendant in such circumstances as to import an obligation of confidence, and (iv) there is actual or threatened misuse of that information :	Saltman Engineering Co Ltd v
Campbell Engineering Co Ltd (1948) 65 RPC 203 at 215; Commonwealth v John Fairfax & Sons Ltd (1980) 147 CLR
39 at 50-1; 32 ALR 485 at 491-2; O'Brien v Komesaroff (1982) 150 CLR 310 at 326-8; 41 ALR 255 at 266-8.	It may also be necessary, as Megarry J thought probably was the case (Coco v Clark (AN) (Engineers) Ltd [1969] RPC 41 at 48), and as Mason J (as he then was) accepted in the Fairfax decision was the case (at least for confidences reposed within government), that unauthorised use would be to the detriment of the plaintiff."
The matters enumerated (i) and (ii) by Gummow J are important in the present case.	It was for the prosecution to define the precise information filched by the appellant and to demonstrate that it was secret or inaccessible or relatively so, ie. confidential within the accepted tests: Pioneer Concrete Services Ltd & Anor.v Galli & Anor. [1985]
V.R. 675 at 714.	And see generally:	Attorney General v Guardian Newspapers Ltd. & Ors. (No. 2) [1988] 3 All E.R. 545 at 648-649, per Lord Griffiths, 658-659, 661-662, per Lord Goff of Chieveley.

Unquestionably, the Police Department treats information stored in its computer or accessible through its terminals as confidential and so instructed its staff, including the appellant.	However, in my view, that is not enough.	If the name and address of the Prime Minister were to be deposited in the bowels of a police department computer with grave restrictions on access and strict instructions as to its use, that could not render the name and address confidential.		The fact such information was on the computer could be confidential, but that is another matter.

Counsel for the respondent pressed upon me the importance of the learned Special Magistrate's findings as to the policy of the Police Department and the steps taken by it to protect and control access to the information.	He
relied upon the observations of Megarry v-c in
Thomas Marshall (Exports) Ltd v Guinle [1979] Ch. 227 at
248.	But I respectfully agree with Professor Finn ('Confidentiality and the "Public Interest"', supra at 499, fn. 18) that the learned Vice Chancellor's views in that case must be treated "with circumspection" and that the matters referred to by the learned Special Magistrate are not decisive of the question of confidentiality.

The prosecution case here falls short of proof.		I have already noted that the precise details of the filched names and addresses and birth dates are not in evidence.	The evidence does not disclose when, by whom or in what circumstances the information was first entered on the mainframe computer.	Apparently much of the information was available to the public via the telephone directory and readily accessible electoral rolls and, upon payment of a fee, from the Lands Department terminals.	Of course, publicly available information may be rendered confidential through its association with other facts:	Gurry, Breach of Confidence, Clarendon Press, 1984, at pp.78-80; but as I have said, all we have here are mere names and addresses.
They have no context.	They have no proven common denominator independent of their utility to the appellant's de facto husband.	Their reason for being in the police records is not known.	Whilst the names and addresses of themselves may not be confidential, had they been shown to







comprise some sort of list linked by a common denominator, for example a list of police suspects, the list might then have been confidential, cf. Gurry, Breach of Confidence, supra at p. 71.


Mere names and addresses of themselves do not suggest confidentiality.	The current address of Salman Rushdie is no doubt confidential.	There is nothing to suggest any of the persons here were in hiding.	Even though the appellant's de facto husband was an enquiry agent seeking to serve process, one cannot infer from this that the names and addresses in question were secret or relatively
secret.	The prosecution led no evidence that the addresses were otherwise inaccessible.	No evidence was led to demonstrate confidentiality on grounds of the information being topical, the basis of the English sports results and news cases:	Exchange Telegraph Company Ltd v Gregory & Co [1896] 1 Q.B. 147, Exchange Telegraph Company, Ltd v Central News, Ltd [1897] 2 Ch. 48; or, perhaps, if once known, largely forgotten: Schering Chemicals v Falkman Ltd & Ors. [1982] Q.B. 1 at 28 D-E per Shaw L.J., 37 F-38A per Templeman L.J.; and see too Attorney-General for the
United Kingdom v Heinemann Publishers Australia Pty. Ltd. &
Anor. (1987) 10 N.S.W.L.R. 86 at 168-169; (1987) 75 A.L.R.
353 at 432, 433; Meagher Gummow & Lehane, Equity Doctrines and Remedies (2nd ed.), Butterworths, 1984, at para 4113;	Attorney-General v Guardian Newspapers Ltd. &
Ors. [1987] 1 W.L.R. 1248 at 1319 B-E per Lord Oliver of Aylmerton; Attorney-General v Guardian Newspapers Ltd & Ors. (No. 2), supra at 625g-626g per Bingham LJ, 66lg-663b per Lord Goff of Chieveley.

In the present case it is sufficient to say that the prosecution has failed to identify precisely the abstracted information and prove its confidential quality.	It follows the appellant must succeed.

The learned Special Magistrate canvassed many other issues, but I do not find it necessary to consider them.

On another occasion it might be necessary to define with more accuracy the meaning of the expression "confidential information" in sections 76 and 222 of the Code.	Particularly is this so in relation to "governmental information", when many different interests fall for consideration.	But having reached a firm conclusion on the matter (which was not fully argued before me), it is unnecessary and therefore undesirable to decide the true ambit and scope of the expression in a case where the prosecution has singularly failed to lay any foundation of fact to justify the further exploration of so important a topic.		On the ground that the prosecution failed to prove that the information was confidential, this appeal must succeed and the conviction must be set aside.	I order accordingly.

